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As industrial control systems (ICS), including SCADA, DCS, and other process
control networks, become Internet-facing, they expose crucial services to attack.
Threats like Duqu, a sophisticated worm found in the wild that appeared to share
portions of its code with the Stuxnet worm, emerge with increasing frequency.

Explaining how to develop and implement an effective cybersecurity program for
ICS, Cybersecurity for Industrial Control Systems: SCADA, DCS, PLC,
HMI, and SIS provides you with the tools to ensure network security without
sacrificing the efficiency and functionality of ICS.

Highlighting the key issues that need to be addressed, the book begins with a
thorough introduction to ICS. It discusses business, cost, competitive, and
regulatory drivers and the conflicting priorities of convergence. Next, it explains
why security requirements differ from IT to ICS. It differentiates when standard
IT security solutions can be used and where SCADA-specific practices are
required.

The book examines the plethora of potential threats to ICS, including hi-jacking
malware, botnets, spam engines, and porn dialers. It outlines the range of
vulnerabilities inherent in the ICS quest for efficiency and functionality that
necessitates risk behavior such as remote access and control of critical
equipment. Reviewing risk assessment techniques and the evolving risk
assessment process, the text concludes by examining what is on the horizon for
ICS security, including IPv6, ICSv6 test lab designs, and IPv6 and ICS sensors.
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As industrial control systems (ICS), including SCADA, DCS, and other process control networks, become
Internet-facing, they expose crucial services to attack. Threats like Duqu, a sophisticated worm found in the
wild that appeared to share portions of its code with the Stuxnet worm, emerge with increasing frequency.

Explaining how to develop and implement an effective cybersecurity program for ICS, Cybersecurity for
Industrial Control Systems: SCADA, DCS, PLC, HMI, and SIS provides you with the tools to ensure
network security without sacrificing the efficiency and functionality of ICS.

Highlighting the key issues that need to be addressed, the book begins with a thorough introduction to ICS. It
discusses business, cost, competitive, and regulatory drivers and the conflicting priorities of convergence.
Next, it explains why security requirements differ from IT to ICS. It differentiates when standard IT security
solutions can be used and where SCADA-specific practices are required.

The book examines the plethora of potential threats to ICS, including hi-jacking malware, botnets, spam
engines, and porn dialers. It outlines the range of vulnerabilities inherent in the ICS quest for efficiency and
functionality that necessitates risk behavior such as remote access and control of critical equipment.
Reviewing risk assessment techniques and the evolving risk assessment process, the text concludes by
examining what is on the horizon for ICS security, including IPv6, ICSv6 test lab designs, and IPv6 and ICS
sensors.
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Editorial Review

Review

I had high hopes for this book since Bryan Singer is very experienced in ICS, ICS security, and IT security ?
and Bryan and co-author Tyson McCauley did not disappoint. To date this is clearly the best book on ICS
Security by far. The two best things about this book are: 1) They got the facts right about both ICS and IT
security. This is not as easy as it sounds as most books have failed or been simplistic in one area or another.
2) They provided the background information for a beginner to understand, but followed that up with
significant technical detail and examples. It’s a good book for a beginner or intermediate in either area, and
even those with years of experience in both areas will learn something. For me the best new info was the
Overall Equipment Effectiveness (OEE) and Security OEE as a future risk assessment technique in Chapter
4. … I could go on and on as I highlighted sentences throughout the chapter and was muttering yes as I read.
… This is clearly the book to get or give if you want to read about ICS security today.
?Dale G Peterson, writing on www.digitalbond.com

(For the full review, visit:
http://www.digitalbond.com/2012/03/27/4-star-review-for-mccauleysinger-book-cybersecurity-for-ics/#more
-11213)

About the Author

Tyson Macaulay is the security liaison officer (SLO) for Bell Canada. In this role, he is responsible for
technical and operational risk management solutions for Bell’s largest enterprise clients. Macaulay leads
security initiatives addressing large, complex, technology solutions including physical and logical (IT)
assets, and regulatory/legal compliance requirements. He supports engagements involving multinational
companies and international governments.

Macaulay also supports the development of engineering and security standards through the Professional
Engineers of Ontario and the International Standards Organization (ISO) SC 27 Committee. Macaulay
leadership encompasses a broad range of industry sectors from the defense industry to high-tech start-ups.
His expertise includes operational risk management programs, technical services, and incident management
processes. He has successfully served as prime architect for large-scale security implementations in both
public and private sector institutions, working on projects from conception through development to
implementation. Macaulay is a respected thought leader with publications dating from 1993. His work has
covered authorship of peer-reviewed white papers, IT security governance programs, technical and
integration services, and incident management processes. Further information on Macaulay publications and
practice areas can be found online at: www.tysonmacaulay.com.

Previously, Macaulay served as director of risk management for a U.S. defense contractor in Ottawa,
Electronic Warfare Associates (EWA; 2001–2005), and founded General Network Services (GNS;
1996–2001). Macaulay career began as a research consultant for the Federal Department of Communications
(DoC) on information networks, where he helped develop the first generation of Internet services for the
DoC in the 1990s.

Bryan L. Singer, CISM, CISSP, CAP, is principal consultant for Kenexis Consulting Corporation. Singer



has more than 15 years experience in information technology security, including 7 years specializing in
industrial automation and control systems security, critical infrastructure protection, and counterterrorism.
His background focuses on software development, network design, information security, and industrial
security. Industry experience includes health care, telecommunications, water/wastewater, automotive, food
and beverage, pharmaceuticals, fossil and hydropower generation, oil and gas, and several others. He has
specialized in process intelligence and manufacturing disciplines such as historians, industrial networking,
power and energy management (PEMS), manufacturing enterprise systems (MES), laboratory information
management systems (LIMS), enterprise resource planning (ERP), condition-based monitoring (CBM), and
others.

Singer began his professional career with the U.S. Army as an intelligence analyst. After the military, he
worked in various critical infrastructure fields in software development and systems design, including
security. Singer has worked for great companies such as EnteGreat, Rockwell Automation, FluidIQs, and
Wurldtech before joining Kenexis Consulting and cofounding Kenexis Security in 2008. At Kenexis, he is
responsible for development, deployment, and management of industrial network design and security
services from both a safety and a system architecture perspective.

Singer is also the cochairman of ISA-99 Security Standard, a former board member of the Department of
Homeland Security’s Process Control Systems Forum, member of Idaho National Labs recommended
practices commission, U.S. technical expert to IEC, North American Electronics Reliability Corporation
(NERC) drafting team member for NERC CIP, and other industry roles.

Users Review

From reader reviews:

Tom Copper:

Why don't make it to become your habit? Right now, try to ready your time to do the important work, like
looking for your favorite e-book and reading a reserve. Beside you can solve your trouble; you can add your
knowledge by the guide entitled Cybersecurity for Industrial Control Systems: SCADA, DCS, PLC, HMI,
and SIS. Try to face the book Cybersecurity for Industrial Control Systems: SCADA, DCS, PLC, HMI, and
SIS as your friend. It means that it can for being your friend when you experience alone and beside those of
course make you smarter than previously. Yeah, it is very fortuned for you. The book makes you
considerably more confidence because you can know almost everything by the book. So , we should make
new experience and also knowledge with this book.

Carol Elliott:

This Cybersecurity for Industrial Control Systems: SCADA, DCS, PLC, HMI, and SIS are usually reliable
for you who want to be a successful person, why. The key reason why of this Cybersecurity for Industrial
Control Systems: SCADA, DCS, PLC, HMI, and SIS can be one of many great books you must have will be
giving you more than just simple examining food but feed anyone with information that might be will shock
your previous knowledge. This book is actually handy, you can bring it just about everywhere and whenever
your conditions in e-book and printed versions. Beside that this Cybersecurity for Industrial Control
Systems: SCADA, DCS, PLC, HMI, and SIS forcing you to have an enormous of experience like rich
vocabulary, giving you demo of critical thinking that could it useful in your day pastime. So , let's have it
and enjoy reading.



Mary Kidd:

Cybersecurity for Industrial Control Systems: SCADA, DCS, PLC, HMI, and SIS can be one of your
beginning books that are good idea. Most of us recommend that straight away because this publication has
good vocabulary that could increase your knowledge in vocabulary, easy to understand, bit entertaining but
nonetheless delivering the information. The article writer giving his/her effort that will put every word into
joy arrangement in writing Cybersecurity for Industrial Control Systems: SCADA, DCS, PLC, HMI, and SIS
however doesn't forget the main point, giving the reader the hottest and based confirm resource information
that maybe you can be among it. This great information can easily drawn you into brand-new stage of crucial
pondering.

Walter Burchett:

Don't be worry if you are afraid that this book may filled the space in your house, you may have it in e-book
approach, more simple and reachable. This Cybersecurity for Industrial Control Systems: SCADA, DCS,
PLC, HMI, and SIS can give you a lot of close friends because by you taking a look at this one book you
have issue that they don't and make you actually more like an interesting person. That book can be one of
one step for you to get success. This publication offer you information that might be your friend doesn't
recognize, by knowing more than other make you to be great individuals. So , why hesitate? Let's have
Cybersecurity for Industrial Control Systems: SCADA, DCS, PLC, HMI, and SIS.
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