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Everything you need to know about infor mation security programsand
policies, in one book

- Clearly explains all facets of InfoSec program and policy planning,
development, deployment, and management

- Thoroughly updated for today’ s challenges, laws, regulations, and best
practices

- The perfect resource for anyone pursuing an information security management
career

In today’ s dangerous world, failures in information security can be catastrophic.
Organizations must protect themselves. Protection begins with comprehensive,
realistic policies. This up-to-date guide will help you create, deploy, and manage
them.

Complete and easy to understand, it explains key concepts and techniques
through real-life examples. Y ou’ [l master modern information security
regulations and frameworks, and learn specific best-practice policies for key
industry sectors, including finance, healthcare, online commerce, and small
business.

If you understand basic information security, you’ re ready to succeed with this
book. You'll find projects, questions, exercises, examples, links to valuable easy-
to-adapt information security policies...everything you need to implement a
successful information security program.

Sari Stern Greene, CISSP, CRISC, CISM, NSA/IAM, is an information security
practitioner, author, and entrepreneur. She is passionate about the importance of
protecting information and critical infrastructure. Sari founded Sage Data
Security in 2002 and has amassed thousands of hours in the field working with a
spectrum of technical, operational, and management personnel, as well as boards
of directors, regulators, and service providers. Her first text was Tools and
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Techniques for Securing Microsoft Networks, commissioned by Microsoft to
train its partner channel, which was soon followed by the first edition of Security
Palicies and Procedures. Principles and Practices. Sheisactively involved in
the security community, and speaks regularly at security conferences and
workshops. She has been quoted in The New York Times, Wall Street Journal,
and on CNN, and CNBC. Since 2010, Sari has served as the chair of the annual
Cybercrime Symposium.

Learn how to

Establish program objectives, elements, domains, and governance

Understand policies, standards, procedures, guidelines, and plans—and the
differences among them

Write policiesin “plain language,” with the right level of detail

Apply the Confidentiality, Integrity & Availability (CIA) security model

Use NIST resources and | SO/IEC 27000-series standards

Align security with business strategy

Define, inventory, and classify your information and systems

Systematically identify, prioritize, and manage InfoSec risks

Reduce “ people-related” risks with role-based Security Education,
Awareness, and Training (SETA)

Implement effective physical, environmental, communications, and
operational security

Effectively manage access control

Secure the entire system development lifecycle

Respond to incidents and ensure continuity of operations

Comply with laws and regulations, including GLBA, HIPAA/HITECH,
FISMA, state data security and notification rules, and PCI DSS
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Everything you need to know about information security programsand policies, in one book

- Clearly explains all facets of InfoSec program and policy planning, devel opment, deployment, and
management

- Thoroughly updated for today’ s challenges, laws, regulations, and best practices

- The perfect resource for anyone pursuing an information security management career

In today’ s dangerous world, failures in information security can be catastrophic. Organizations must protect
themselves. Protection begins with comprehensive, realistic policies. This up-to-date guide will help you
create, deploy, and manage them.

Complete and easy to understand, it explains key concepts and techniques through real-life examples. You'll
master modern information security regulations and frameworks, and learn specific best-practice policies for
key industry sectors, including finance, healthcare, online commerce, and small business.

If you understand basic information security, you’ re ready to succeed with this book. You’'ll find projects,
guestions, exercises, examples, links to valuable easy-to-adapt information security policies...everything you
need to implement a successful information security program.

Sari Stern Greene, CISSP, CRISC, CISM, NSA/IAM, is an information security practitioner, author, and
entrepreneur. She is passionate about the importance of protecting information and critical infrastructure.
Sari founded Sage Data Security in 2002 and has amassed thousands of hours in the field working with a
spectrum of technical, operational, and management personnel, as well as boards of directors, regulators,
and service providers. Her first text was Tools and Techniques for Securing Microsoft Networks,
commissioned by Microsoft to train its partner channel, which was soon followed by the first edition of
Security Policies and Procedures: Principles and Practices. Sheis actively involved in the security
community, and speaks regularly at security conferences and workshops. She has been quoted in The New
York Times, Wall Sreet Journal, and on CNN, and CNBC. Since 2010, Sari has served as the chair of the
annual Cybercrime Symposium.

Learn how to
Establish program objectives, elements, domains, and governance
Understand policies, standards, procedures, guidelines, and plans—and the differences among them
Write policiesin “plain language,” with the right level of detail
Apply the Confidentiality, Integrity & Availability (CIA) security model
Use NIST resources and | SO/IEC 27000-series standards
Align security with business strategy
Define, inventory, and classify your information and systems
Systematically identify, prioritize, and manage InfoSec risks
Reduce “people-related” risks with role-based Security Education, Awareness, and Training (SETA)



Implement effective physical, environmental, communications, and operational security
Effectively manage access control
Secure the entire system development lifecycle
Respond to incidents and ensure continuity of operations
: Comply with laws and regulations, including GLBA, HIPAA/HITECH, FISMA, state data security
and notification rules, and PCl DSS
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Editorial Review
About the Author

Sari Greeneis an information security practitioner, author, and entrepreneur. She founded Sage Data
Security in 2002 and has amassed thousands of hoursin the field working with a spectrum of technical,
operational, and management personnel as well as board of directors, regulators, and service providers. Sari
provided expert witness testimony in the groundbreaking PATCO v. Ocean National Bank case. From 2006
through 2010, she served as the managing director for the MEAPC, a coalition of 24 financial institutions
that embrace amission of preventing information theft and fraud through public education and awareness.
Since 2010, she has served as the chair of the annual Cybercrime Symposium held in Portsmouth, New
Hampshire. Sari’ s first text was Tools and Techniques for Securing Microsoft Networks, commissioned by
Microsoft to train its partner channel, followed soon after by the first edition of Security Policies and
Procedures: Principles and Practices. She has published a number of articles and whitepapers related to
information security and has been quoted in The New York Times, Wall Sreet Journal, CNN, and on CNBC.
She speaks regularly at security conferences and workshops around the country and is a frequent guest
lecturer. Sari has an MBA from the University of New Hampshire system and has earned an array of
government and industry certifications and accreditations, including ISACA Certification in Risk and
Information Systems Control (CRISC), ISACA Certification in Security Management (CISM), 1SC2
Certification in Information Systems Security (CISSP), and Microsoft Certified Network Engineer (MCSE),
and is certified by the National Security Agency to conduct NSA-IAM assessments for federal government
agencies and contractors. Y ou can contact Sari at sari @sarigreene.com or follow her on Twitter
@sari_greene.

Users Review
From reader reviews:
Marie Heidelberg:

Baook isto be different per grade. Book for children until eventually adult are different content. As we know
that book is very important usually. The book Security Program and Policies: Principles and Practices (2nd
Edition) (Certification/Training) had been making you to know about other knowledge and of course you can
take more information. It is extremely advantages for you. The publication Security Program and Policies:
Principles and Practices (2nd Edition) (Certification/Training) is not only giving you alot more new
information but also to become your friend when you sense bored. Y ou can spend your personal spend time
to read your book. Try to make relationship together with the book Security Program and Policies: Principles
and Practices (2nd Edition) (Certification/Training). Y ou never truly feel lose out for everything should you
read some books.

Alma Saunders:

This book untitled Security Program and Policies: Principles and Practices (2nd Edition)
(Certification/Training) to be one of several books that best seller in this year, honestly, that is because when
you read this reserve you can get alot of benefit onto it. You will easily to buy that book in the book shop or



you can order it through online. The publisher on this book sells the e-book too. It makes you quickly to read
this book, since you can read this book in your Mobile phone. So there is no reason for your requirements to
past this publication from your list.

Andrew Martin:

The book untitled Security Program and Policies: Principles and Practices (2nd Edition)
(Certification/Training) contain alot of information on this. The writer explains the woman idea with easy
technique. The language is very easy to understand al the people, so do certainly not worry, you can easy to
read the idea. The book was authored by famous author. The author brings you in the new period of literary
works. It is easy to read this book because you can continue reading your smart phone, or model, so you can
read the book within anywhere and anytime. If you want to buy the e-book, you can open up their official
web-site in addition to order it. Have a nice read.

Algjandro Wisdom:

With this erawhich is the greater man or woman or who has ability to do something more are more special
than other. Do you want to become certainly one of it? It isjust simple approach to have that. What you must
doisjust spending your time aimost no but quite enough to have alook at some books. On the list of books
in the top listing in your reading list is definitely Security Program and Policies: Principles and Practices
(2nd Edition) (Certification/Training). This book that is certainly qualified as The Hungry Mountains can get
you closer in turning out to be precious person. By looking up and review this reserve you can get many
advantages.
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