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ROADMAP TO INFORMATION SECURITY: FOR IT AND INFOSEC
MANAGERS provides a solid overview of information security and its
relationship to the information needs of an organization. Content is tailored to the
unique needs of information systems professionals who find themsel ves brought
in to the intricacies of information security responsibilities. The book iswritten
for awide variety of audiences looking to step up to emerging security
challenges, ranging from students to experienced professionals. This book is
designed to guide the information technology manager in dealing with the
challenges associated with the security aspects of their role, providing concise
guidance on assessing and improving an organization's security. The content
helps IT managers to handle an assignment to an information security role in
ways that conform to expectations and requirements, while supporting the goals
of the manager in building and maintaining a solid information security program.
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tailored to the unique needs of information systems professionals who find themselves brought in to the
intricacies of information security responsibilities. The book iswritten for awide variety of audiences
looking to step up to emerging security challenges, ranging from students to experienced professionals. This
book is designed to guide the information technology manager in dealing with the challenges associated with
the security aspects of their role, providing concise guidance on assessing and improving an organization's
security. The content helps I T managers to handle an assignment to an information security rolein ways that
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Editorial Review

Review

Part I: OVERVIEW OF THE SECURITY LANDSCAPE. 1. Introduction to the Roadmap to Information
Security Roadmap. 2. Threats to Information Assets. 3. Attacks on Information Assets. Part I1I: STRATEGIC
INFORMATION SECURITY: SECURITY GOVERNANCE. 4. Information Technology and Information
Security Governance. 5. Information Security Roles and Responsibilities. 6. Positioning the Information
Security Function. 7. Conducting an Information Security Assessment. Part I11: STRATEGIC
INFORMATION SECURITY: RISK MANAGEMENT. 8. Risk Management: Risk Identification. 9. Risk
Management: Risk Assessment. 10. Risk Management: Risk Control. 11. Alternate Approaches to Risk
Management. PART IV: STRATEGIC INFORMATION SECURITY: STANDARDS, REGULATIONS,
LAW AND ETHICS. 12. Standards for Managing the Information Security Program. 13. Emerging Trends
in Certification and Accreditation. 14. Dealing with Regulatory Compliance and Key Legal Issues. 15. Other
Important Laws for Every | T/Security Manager. 16. Ethicsin IT and Information Security. Part V:
TACTICAL INFORMATION SECURITY: POLICIES AND PROGRAMS. 17. Information Security
Policy: Development and Implementation. 18. Information Security Policy Types: EISP, ISSP, SysSP. 19.
Employment Policies and Practices. 20. Implementing Security Education, Training, and Awareness
Programs. Part VI: TACTICAL INFORMATION SECURITY: CONTINGENCY PLANNING. 21.
Contingency Planning: Planning for the Worst. 22. The Incident Response Plan. 23. The Disaster Recovery
Plan. 24. The Business Continuity Plan. Part VII: OPERATIONAL INFORMATION SECURITY:
NETWORK SECURITY . 25. Communications and Operations Management. 26. Firewalls. 27. Protecting
Remote Access. 28. Intrusion Detection Systems. 29. Scanning and Analysis Tools. Part VIII:
OPERATIONAL INFORMATION SECURITY: CRYPTOGRAPHY AND ACCESS CONTROLS. 30.
Cryptography in Theory. 31. Cryptography in Practice. 32. Access Controls and Biometrics. 33. Physical
Security. Part I X: SUPPLEMENTAL MATERIALS. Appendix A: Information Security Self-Assessment
Checklists. Appendix B: Information Security Certification Guidelines - The CISSP/SSCP. Appendix C:
Information Security Certification Guidelines - The CISM.
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University in Marietta, Georgia, Austin Community College in Austin, Texas, and Texas State University:
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Users Review
From reader reviews:
Angela Rodriguez:

Now aday people who Living in the erawherever everything reachable by match the internet and the
resources included can be true or not involve people to be aware of each information they get. How alot
more to be smart in obtaining any information nowadays? Of course the reply is reading a book. Reading a
book can help folks out of this uncertainty Information mainly this Roadmap to Information Security: For I T
and Infosec Managers book since this book offers you rich data and knowledge. Of course theinfoin this
book hundred pct guarantees there is no doubt in it you know.

Neil Calvert:

Information is provisions for those to get better life, information today can get by anyone at everywhere. The
information can be a knowledge or any news even a concern. What people must be consider while those
information which isin the former life are difficult to be find than now's taking seriously which oneis
suitable to believe or which one the actual resource are convinced. If you get the unstable resource then you
obtain it as your main information there will be huge disadvantage for you. All of those possibilities will not
happen throughout you if you take Roadmap to Information Security: For IT and Infosec Managers as the
daily resource information.



Steven Holloway:

Peoplelivein this new day time of lifestyle always try and and must have the spare time or they will get
large amount of stress from both lifestyle and work. So, if we ask do people have extratime, we will say
absolutely of course. People is human not really a huge robot. Then we request again, what kind of activity
are you experiencing when the spare time coming to a person of course your answer can unlimited right.
Then do you try this one, reading books. It can be your alternative throughout spending your spare time,
often the book you have read is actually Roadmap to Information Security: For IT and Infosec Managers.

Sandra Black:

Playing with family in a park, coming to see the ocean world or hanging out with buddies is thing that
usually you will have done when you have spare time, subsequently why you don't try issue that really
opposite from that. One particular activity that make you not sensetired but still relaxing, trilling like on
roller coaster you have been ride on and with addition of information. Even you love Roadmap to
Information Security: For IT and Infosec Managers, you are able to enjoy both. It is fine combination right,
you still want to missit? What kind of hang type isit? Oh serioudly its mind hangout people. What? Still
don't understand it, oh come on its identified as reading friends.
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